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This article explores the growing use of dark marketing strategies in the pharmaceutical
industry, particularly as they intersect with artificial intelligence (Al) technologies. Dark market-
ing-characterized by targeted, often opaque promotional practices-is increasingly used to influence
specific consumer segments through micro-targeting, emotional analysis, and algorithmically gen-
erated content. While these AI-powered tactics enhance competitiveness by improving personaliza-
tion and market responsiveness, they also raise significant ethical concerns, such as manipulation,
depersonalization, and lack of transparency. The paper analyses the dual nature of these practices:
their potential to increase market efficiency and their risks to public trust and regulatory compli-
ance. It concludes with practical recommendations aimed at balancing innovation and ethics,
emphasizing the need for transparent regulation, digital literacy, and ethical self-regulation with-
in the pharmaceutical sector.
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“TEMHU MAPKETUHI” TA INTYYHU IHTEJEKT
Y PAPMAIEBTUYHOMY BI3ZHECI: BATAHCYBAHHSA
EOEKTUBHOCTI TA ETUKH

Y uiti cmammi docaidxncyemocs 3pocmaroqe 6uUKOpUCIMAHHA cmpameziti MemMHO20 MAPKenuHzy
y dapmaueemuuniii 2anysi, 30kpema, OCKiAbKU 60HU NEPEMUHAIOMBCS 3 MEXHOAOIAMU WINYHHO0
inmeaexmy (IIII). Temuuii mapxemune, w0 XapaxKmepuzyemocs UiAeCNPAMOBAHUMU, HACMO
Henpo3opumu pekAaMHUMU NPAKMUKAMU, 6ce Hacmiule GUKOPUCHIOBYEMbCA OAA GNAUGY HA NeGHI
cezMeHmu CnoXicueauie 3a 00N0M02010 MIKpOmMap2emuHtey, emMouiiiHo20 anHalizy ma ai20pummiuHo
32eHeposano2o konmenmy. Xoua ui maxmuxu na 6a3i I111 niosuwyroms KoHKypeHmocnpomoxcHicmo,
NOKpauiyloMu nepcoHani3auiio ma peazy8ants Ha PUHoOK, GOHU MAKO0XC GUKAUKAIOMb 3HAYMHI emuyHi
npooaemu, maki K Mmawinyiauii, denepcoumaaizauis ma eiocymuicmo nposopocmi. Y cmammi
aHaaizyemucs noodeitina npupooda uux npakmuk: ixuiil nomenyias 04 niosuwieHHs eghexmuerHocmi
PUHKY ma ixHi puzuxu 04 0ogipu epomadcokocmi ma 0OmpuManHs HOpmamueHux eumoe. Bona
3a6epuLyemsca NPAKMUMHUMU PEeKOMEHOauismu, CnpAMOSaHUMU HA OA1aHCY8aAHHA IHHOsauill ma
emuxu, nioKpecaror4u HeoOXiOHICMb NpPO30p020 pecyal06anHHs, UUPPoeoi epamomuocmi ma
EIMUMHO020 CamMope2yal06antsA y (hapmanesmuuHoMmy ceKmopi.
Karouosi caosa: memuuii mapkemune, IHHOBAUIUHUL MapKemuHe, (PapmayeemuyHuil PUHOK,
Wmy4HUl iHmenexm, MijDcHapoOHUll PUHOK, KOHKYPEHMOCNPOMOICHICIb, MAPKEeMUuH208a emuxa,
DpecyAamopHi GUKAUKU, 2100AAbHULI MAPKeMUH208Ull Npocmip, Mapkemuneo08a cmpamezis
PO3BUMKY, OMHIKAHAAbHI cmpamezii
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Problem statement and its connection with important scientific and practical
tasks. In the modern pharmaceutical business, marketing plays a crucial role in pro-
moting both over-the-counter and prescription drugs. However, alongside tradition-
al promotional tools, increasingly opaque or even manipulative marketing strategies
are being used — collectively referred to in the literature as "dark marketing." These
practices involve hidden messages, native advertising, micro-targeting on social
media, influencer endorsements, and indirect stimulation of healthcare professionals.

Analysis of recent publications on the problem. Recent literature underscores the
transformative impact of Al on pharmaceutical marketing, highlighting both oppor-
tunities for enhanced competitiveness and emerging ethical dilemmas.

Mrinmoy Roy explores how Al assists marketing teams in understanding brand
history, running diagnostics, and charting future directions. It discusses Al's role in
customer relationship management, pre-call planning, guided sales, and electronic
detailing, aiming to enhance sales outcomes. The authors highlight Al's potential to
improve business outcomes with fewer resources and time, emphasizing its role in
achieving competitive advantage in pharmaceutical sales and marketing [3].

D.Gettman in his study examines the ethical dimensions of AI-powered person-
alized drug advertising, evaluating current regulatory shortcomings and outlining rec-
ommendations for pharmacy professionals, industry stakeholders, and policymakers.
The paper discusses the convergence of Al, big data analytics, and digital marketing,
highlighting both the potential to enhance drug adherence and public health aware-
ness, and the ethical, legal, and professional concerns about manipulation, misinfor-
mation, and privacy [1].

Some studies examine the ethical issues resulting from Al-driven personalization
of digital media, focusing on concerns with privacy, algorithmic bias, and impacts on
information diversity. The authors use a mixed-method approach, drawing on sec-
ondary data analysis and case studies of major digital platforms, to uncover significant
challenges within the practice of personalization. The study underscores the need for
more transparent data practices, robust bias mitigation strategies, and mechanisms
ensuring information diversity, proposing a basic ethical framework to scrutinize Al-
driven personalization applications [4].

A structured review on Al in marketing and consumer behavior identifies three
clusters of ethical issues-algorithmic, societal, and existential-across marketing systems,
brands, and consumers and concludes that ethical marketing Al is nascent; calls for
frameworks addressing privacy, bias, misinformation, and long-term societal effects [5].

Furthermore, a systematic review by Limbu and Huhmann highlights long-
standing ethical concerns in pharmaceutical promotion, including direct-to-con-
sumer advertising and biased physician targeting. These risks are exacerbated by Al-
driven personalization, which often lacks transparency and accountability [2].

To address these issues, scholars advocate for ethical Al governance frameworks
that combine human oversight, bias audits, explainability, and transparent marketing
practices.

The aim of this article is to explore the phenomenon of dark marketing in the
pharmaceutical industry, outline its key strategies, analyses the effectiveness of such
approaches in terms of company competitiveness, and examine the ethical dilemmas
that arise from using artificial intelligence (Al) in these practices.
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Main results and their justification. Dark marketing is a form of communication
strategy targeted at specific audience segments with minimal public visibility. Unlike
traditional advertising, dark marketing campaigns are often invisible to the general
public but highly effective in influencing selected groups. In the pharmaceutical con-
text, dark marketing can manifest as individualized messages presented as education-
al content or expert recommendations.

Al technologies are revolutionizing pharmaceutical marketing by enabling
hyper-personalized content delivery. Tools such as generative Al and predictive ana-
lytics allow for tailored messaging to specific healthcare professionals and patient seg-
ments, enhancing engagement and market responsiveness. This personalization fos-
ters increased competitiveness among pharmaceutical companies.

The integration of Al in marketing practices raises significant ethical concerns.
Issues such as data privacy, algorithmic transparency, and the potential for misinfor-
mation are at the forefront. Surveys indicate that a substantial proportion of pharma-
ceutical executives express ethical reservations about Al deployment, emphasizing
the necessity for robust regulatory frameworks to ensure responsible innovation.

Table 1. Key Insights Across Theoretical Foundations of Using Al in Marketing,
generalized by authors

Dimension Insights

Ethical Foundation Al in marketing brings algorithmic bias, privacy breaches, and
manipulation risks. Regulatory guidance is still emerging.

Pharma-Specific Indirect marketing via ads and physician relationships often crosses ethical

Context lines if not monitored.

Bias & Al-generated targeting may inadvertently reinforce stereotypes,

Personalization undermining equity and fairness.

Disinformation Risk | Generated fake content threatens trust in pharma brands and professional
discourse.

Solutions Calls for transparency, independent oversight, explainable Al, bias audits,
and stronger ethical governance.

The rapid adoption of Al introduces compliance challenges, particularly in
adhering to regulatory standards. Risks include the dissemination of inaccurate or
non-compliant content, lack of transparency in Al decision-making processes, and
potential violations of data protection laws. These challenges necessitate the develop-
ment of comprehensive governance structures to mitigate compliance risks.

A growing concern in the industry is 'Al washing," where companies exaggerate
their use of Al technologies to appear more innovative. This practice can mislead
stakeholders and undermine trust in genuine Al applications. Regulatory bodies have
begun to address this issue, emphasizing the need for transparency and accountabili-
ty in Al-related claims.

To navigate the complexities of Al integration, pharmaceutical companies are
developing ethical governance frameworks. These frameworks aim to balance innovation
with ethical considerations, ensuring that Al applications align with societal values and
regulatory expectations. Key components include cross-functional oversight commit-
tees, transparent Al development processes, and continuous monitoring of Al systems.
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Artificial intelligence (Al) has radically transformed marketing communica-
tions. In the pharmaceutical sector, Al is used for several purposes (table 2).

Table 2. Integration of Artificial Intelligence in Dark Marketing,
generalized by authors

Directions Integration
Micro-targeting In-depth analysis of user behaviour, search history, social media
activity, and geolocation enables the creation of personalized
promotional messages

Emotional analysis Al tools detect users' moods through textual sentiment analysis,
allowing content to be delivered at moments of emotional vulnerability

Content generation Chatbots, generative language models, and other Al tools create
personalized messages, fake reviews, and even scientifically styled
publications

Competitive monitoring | Al algorithms track competitor activity and adapt a company’s
marketing behaviour in real time

In a global competitive environment, pharmaceutical companies seek strategic
advantages by any means. Dark marketing powered by Al provides precision, speed,
and adaptability, which help increase market share. However companies that refrain
from such practices on ethical grounds may lose market position. Excessive automa-
tion of marketing can depersonalize communication with patients. Long-term com-
petitiveness may suffer due to reputational risks.

In addition to algorithmic opacity and existential trust erosion, the societal con-
cerns surrounding Al in dark marketing are especially troubling due to their potential
to distort public health behavior at scale. Societal-level risks include:

* Manipulation of vulnerable groups: Al-driven personalization can dispro-
portionately target individuals based on emotional state, health anxieties, or socioe-
conomic status. For instance, those searching for mental health support might be
unknowingly exposed to promotional content for pharmaceuticals with limited effi-
cacy or significant side effects, framed as "supportive resources.” This creates ethical
ambiguity between help and exploitation.

« Disinformation at scale: Generative Al tools can fabricate user testimonials,
patient stories, or “scientific” claims that are difficult to distinguish from verified infor-
mation. When these narratives are distributed through micro-targeted channels, they
bypass traditional regulatory scrutiny and may go undetected by watchdog institutions.

* Erosion of health information ecosystems: The algorithmic prioritization of
persuasive or promotional content over unbiased educational resources can degrade
the overall quality of digital health literacy. As Al models optimize for click-through
and engagement, there is a risk that emotionally charged, commercially beneficial
messages will crowd out evidence-based guidance.

*  Depersonalization of care: While Al marketing promises personalization, it
may ultimately reduce complex human experiences to predictive categories. Patients
may feel increasingly alienated if communication is perceived as manipulative rather
than empathetic or informative.

* Public mistrust in health institutions: If users suspect they are being covertly
influenced by Al-optimized content, especially around sensitive health topics, they
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may begin to distrust not only pharmaceutical companies but also medical authorities
who appear complicit or unaware. Over time, this may erode trust in the healthcare
system more broadly.

Scholars such as Yilmaz and Ashqar argue that Al-driven marketing often repli-
cates social biases found in the training data, further entrenching inequalities in how
health messages are constructed and delivered. For example, the language used to
market medications for chronic illnesses may differ subtly—but meaningfully—based
on gender or income-level assumptions, even if unintended [6].

Given these concerns, ethical frameworks for pharmaceutical Al should move
beyond individual-level data protection and address broader collective harms, includ-
ing informational inequality, stigmatization, and democratic accountability.

Regulatory bodies in the EU, USA, and other jurisdictions have begun develop-
ing guidelines for the use of Al in marketing, particularly in healthcare. However, eth-
ical self-regulation initiatives by companies themselves remain insufficient.

Conclusions and prospects for further research. Dark marketing using artificial
intelligence is a powerful tool in the competitive struggle within the pharmaceutical
market. However, its application requires clear ethical boundaries and regulatory
oversight. On the one hand, such strategies allow companies to be innovative and effi-
cient. On the other—there is a risk of losing public trust.

To strike a balance between efficiency and ethics, it is advisable to establish
transparent rules for using Al in pharmaceutical marketing; to increase consumer
digital literacy regarding the influence of dark marketing technologies; to develop
independent auditing systems for algorithmic marketing tools and encourage phar-
maceutical companies to adopt ethical self-regulation through public reporting on
marketing practices.

Thus, the future of pharmaceutical marketing should be not only intelligent but
also responsible because using Al in dark marketing raises serious societal concerns.
Such concerns are addressed to several questions, partially where is the line between
personalization and manipulation; who is responsible for a patient’s decision if it was
influenced by an algorithm; and how can we ensure transparency in algorithmic
influence on physicians' or patients’ choices?
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